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NOC Blackboard Single Sign-On (SSO) Guide

User must already be set up with Multi-Factor Authentication (MFA) for Microsoft 365; see this NOC
webpage for details: https://www.noc.edu/it/cybersecurity/multi-factor-authentication/

Option 1 - Access Blackboard from Microsoft 365

1. Open https://login.microsoftonline.com in your web browser (Microsoft Edge, Google Chrome,
Mozilla Firefox, or Apple Safari) and log in using your full NOC email address

(username@noc.edu for employees, username@students.noc.edu for students) and NOC
password:
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a" Microsoft
rtest001@students.noc.edu

Enter password

Password

Forgot my password

Sign in with another account


https://www.noc.edu/it/cybersecurity/multi-factor-authentication/
https://login.microsoftonline.com/
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mailto:username@students.noc.edu

2. Approve the sign in request using the Microsoft Authenticator app on your smartphone (2-digit
code on your screen will differ from example below). If MFA was set up for SMS/Voice, enter the
6-digit code texted to your phone or answer the automated call from Microsoft.

< C O 8) &= httpsy//login.microsoftonline.com/common/login ke ®

a5 Microsoft
rtest001@students.noc.edu

Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

56

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

3. Once logged in to Microsoft 365, go to your Apps page and click on Blackboard Learn (may have
to choose All Apps to be visible). Blackboard should open in a new tab and you will automatically
be logged in.
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Whiteboard W'  Word

Ideate and collaborate on a freeform canvas designed for Write, share, and make real time edits.
pen, touch and keyboard.

Other Apps

m Blackboard Learn




NOTE - If you are a new student, your Blackboard login may not work until you have enrolled in classes
and the I.T. department has added the semester you are attending to our Blackboard system.

Blackboard.

X

Blackboard Learn is currently unable to log into your account using
single sign-on. Contact your administrator for assistance.

For reference, the Error ID is 61c199d3-8782-4e34-
aabc-7247d7a152fc.

Return To Login Page




Option 2 — Blackboard Login Page to Microsoft 365

Open https://blackboard.noc.edu in your web browser (Microsoft Edge, Google Chrome, Mozilla Firefox,
or Apple Safari) and click on the “Sign in with third-party account” button, then click the “NOC Single
Sign-On” link. You CANNOT use the default Username and Password fields anymore; you will receive
an error.

Blackboard.

Username

Password

Forgot Password?
Sign in with third-party account

' | NOC Single Sign-On

You will be redirected to https://login.microsoftonline.com where you will log in to Microsoft 365 like in
Option 1 above. If you have already logged in to Microsoft 365, you will immediately be returned to
Blackboard and logged in.



https://blackboard.noc.edu/
https://login.microsoftonline.com/

Blackboard Sign Out

When finished working in Blackboard, choose Sign Out in the bottom left corner; you will be taken to a
page where you can sign out of your Single Sign-On session entirely (may affect other sites and services
you are logged in to like myNOC or AwardSpring) or only sign out of Blackboard and continue your SSO
session.

Blackboard.

You logged out of Blackboard Learn, but your single sign-on (SSO) session is still active.
While this browser is open, you can access other applications within the SSO network
without needing to sign in again.

To protect your privacy, close all browser windows when you are finished, especially if you

are using a public computer.

We'll end your session automatically in two minutes unless you choose to continue the
session. Do you want to end your SSO session?

End session and log out (119 sec)

Authentication Request Expiration

If you wait too long after logging in to Microsoft 365, you may receive an error when trying to log in to
Blackboard; you will need to log out of Microsoft 365 and try again.

Blackboard.

X

Blackboard Learn is currently unable to log into your account using
Single sign-on because the authentication request has expired. Please

log out of single sign-on and try again.

For reference, the Error ID is d68f3505-6b6b-41f1-b101-
2accced9a91a.

Return To Login Page




“Not Found” Error

If you close your Blackboard tab or window instead of signing out and then open the Blackboard Learn
app from 365 again, you may receive an error:
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Not Found

The specified resource was not found, or you do not have permission to access it.
Wednesday, January 8, 2025 8:11:07 AM CST

This occurs when attempting to log in to Blackboard while an existing Blackboard session is still active in
your browser. To work around this, open a new tab and visit https://blackboard.noc.edu, or sign out of
365, then sign in to 365 and open the Blackboard Learn app link again.
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